[bookmark: X784fe299fc35194503dc30a2f3a93d34123c60b]Student Research Activity: Authenticator Apps and Two-Factor Authentication
[bookmark: activity-overview]Activity Overview
In this activity, you will investigate how authenticator applications help to protect online accounts.
You will use the Lenovo article provided by your teacher as your main research source. You should write your answers in your own words rather than copying sections directly from the website.
Suggested working time: 45–60 minutes
Suggested level: Level 2
Total marks: 40 marks

[bookmark: learning-outcomes]Learning Outcomes
By completing this activity, you should be able to:
· Define an authenticator application.
· Explain how an authenticator application works.
· Explain the purpose of two-factor authentication.
· Describe the advantages of authenticator applications.
· Compare authenticator applications with SMS authentication.
· Explain how users can recover access if their device is lost.
· Recommend appropriate security actions for an organisation.

[bookmark: part-1-key-terminology]Part 1: Key Terminology
Research each term and explain it in your own words.
	Term
	Your explanation

	Authenticator application
	

	Two-factor authentication
	

	Time-based one-time password
	

	Authentication code
	

	Recovery code
	

	QR code
	

	Shared secret
	

	Account recovery
	


8 marks

[bookmark: Xb3b02093c5cace7a67e5cc7de767da3cc28491e]Part 2: What Is an Authenticator Application?
Answer the following questions using information from the Lenovo article.
[bookmark: question-1]Question 1
What is an authenticator application?
Your answer should explain:
· What type of software it is.
· Where it is normally installed.
· What it generates.
· Why the generated information is used.
3 marks
[bookmark: question-2]Question 2
Explain what is meant by two-factor authentication.
Include an example of two different authentication factors that a person might use when signing in.
3 marks
[bookmark: question-3]Question 3
Why is a password on its own sometimes not enough to protect an online account?
2 marks

[bookmark: X60b11e5985e145274e000186e80dccaff929554]Part 3: How an Authenticator Application Works
Authenticator applications commonly generate a temporary code that changes regularly. The Lenovo article describes a six-digit code that normally refreshes every 30 seconds. The application and the online service use time and previously shared setup information to generate matching codes.
Put the following stages into the correct order by numbering them from 1 to 6.
	Order
	Stage

	
	The user enters the temporary code into the website or service.

	
	The user enables two-factor authentication on their account.

	
	The service checks whether the temporary code is correct.

	
	The user scans a QR code or enters a setup key.

	
	The user enters their normal username and password.

	
	The authenticator application generates a temporary code.


3 marks
[bookmark: explain-the-process]Explain the process
Using the stages above, write a paragraph explaining how an authenticator application is set up and used.
Your answer should include:
· Initial setup
· The QR code or setup key
· The normal password
· The temporary code
· Why the code changes
· How the service checks the code
4 marks

[bookmark: Xacbb5254b24467c38e15b38e91daa75af53d4f0]Part 4: Advantages of Authenticator Applications
Complete the following table.
	Advantage
	Explanation of why it is useful

	Codes can be generated without an internet connection
	

	Codes change regularly
	

	One application can protect several accounts
	

	The code is generated directly on the device
	

	It does not rely on receiving an SMS message
	


5 marks
Authenticator applications can normally generate codes offline because they use a time-based calculation rather than receiving each code from the service through the internet or mobile network.

[bookmark: X8e226c29af7aa45092f3123eb0d31073469dbe5]Part 5: Authenticator Application Versus SMS
SMS two-factor authentication sends a temporary code to a user’s mobile telephone number. An authenticator application generates the code directly on the user’s device.
Complete the comparison table.
	Security consideration
	Authenticator application
	SMS authentication

	Requires a mobile signal
	
	

	Can generate a code offline
	
	

	Could be affected by SIM swapping
	
	

	Code is generated directly on the device
	
	

	Requires access to the registered telephone number
	
	

	Can be used when travelling without mobile service
	
	


[bookmark: comparison-question]Comparison Question
Explain why an authenticator application is generally considered more secure than receiving authentication codes by SMS.
Your answer should refer to:
· Interception of messages
· SIM-swapping attacks
· Where the code is generated
· Dependence on a mobile network
4 marks
The Lenovo article explains that authenticator applications are generally considered more secure than SMS because SMS messages can be intercepted and telephone numbers may be targeted through SIM-swapping attacks.

[bookmark: part-6-lost-devices-and-account-recovery]Part 6: Lost Devices and Account Recovery
[bookmark: scenario]Scenario
A college employee uses an authenticator application to access:
· Their work email
· The student information system
· Cloud storage
· The college finance system
The employee loses their smartphone while travelling home. They do not have another device configured with the authenticator application.
Answer the following questions.
[bookmark: question-1-1]Question 1
What problem could the employee experience when they next try to sign in?
1 mark
[bookmark: question-2-1]Question 2
What are recovery codes, and how could they help the employee?
2 marks
[bookmark: question-3-1]Question 3
Where should recovery codes be stored?
Give one appropriate location and one inappropriate location.
2 marks
[bookmark: question-4]Question 4
What should the employee do if they have lost both their device and their recovery codes?
2 marks
[bookmark: question-5]Question 5
Why should the employee report the missing device to the college IT department immediately?
Give two reasons.
2 marks
Most services provide recovery options when two-factor authentication is configured. Users may be given recovery codes or backup keys that allow access to be restored on another device. Where those recovery methods are unavailable, the user may need to complete the service provider’s identity-verification process.

[bookmark: part-7-moving-to-a-new-device]Part 7: Moving to a New Device
A user has purchased a new smartphone and wants to move their authenticator accounts to it.
Create a numbered set of instructions explaining how the user should complete the transfer safely.
Your instructions should include:
1. Checking the transfer guidance for the authenticator application.
1. Keeping access to the old device during the transfer.
1. Backing up or exporting the authenticator accounts.
1. Installing the trusted application on the new device.
1. Scanning a transfer QR code or entering a backup key.
1. Testing access to important accounts.
1. Keeping recovery codes secure.
1. Removing account information from the old device before selling or disposing of it.
3 marks
Authenticator applications commonly provide account-transfer features using QR codes, backup functions or manually entered setup keys. The exact method depends on the application being used.

[bookmark: part-8-troubleshooting-investigation]Part 8: Troubleshooting Investigation
For each problem, suggest a possible cause and an appropriate solution.
	Problem
	Possible cause
	Suggested solution

	The generated code is rejected.
	
	

	The code expires before the user enters it.
	
	

	The user has deleted an account from the authenticator application.
	
	

	The user has lost their device and has no recovery code.
	
	

	The authenticator application is several versions out of date.
	
	


Authenticator applications depend on accurate device time. If the device clock is incorrect, the generated code may not match the code expected by the service. Keeping automatic time synchronisation enabled can help prevent this problem.

[bookmark: part-9-organisational-security-scenario]Part 9: Organisational Security Scenario
[bookmark: northgate-training-centre]Northgate Training Centre
Northgate Training Centre has recently experienced several attempts to access staff email accounts using stolen passwords.
The centre currently protects accounts using usernames and passwords only. Senior managers are considering introducing authenticator applications for all staff.
Write a recommendation to the senior management team.
Your recommendation should explain:
· What an authenticator application is.
· How it would improve account security.
· Why it is safer than relying only on passwords.
· Why it may be preferable to SMS authentication.
· What staff should do with their recovery codes.
· What procedure should be followed when a device is lost.
· Why the authenticator application and mobile operating system should be updated.
· One possible disadvantage or difficulty for staff.
Recommended length: 150–200 words
6 marks

[bookmark: part-10-security-guidance-poster]Part 10: Security Guidance Poster
Create a small poster or information card titled:
[bookmark: Xf633e689d633ae2384ef258370b1aa24c5be1d3]Using an Authenticator Application Safely
Your poster should contain at least six pieces of advice.
Possible topics include:
· Downloading applications from a trusted app store.
· Choosing an application from a reputable developer.
· Protecting the mobile device with a PIN, password or biometrics.
· Enabling device encryption.
· Keeping the application updated.
· Keeping the device operating system updated.
· Storing recovery codes securely.
· Reporting lost or stolen devices.
· Checking that the device time is correct.
· Removing accounts safely before disposing of a device.
· Never sharing a temporary authentication code with another person.

[bookmark: extension-task-critical-thinking]Extension Task: Critical Thinking
Some attackers create fake login pages that ask victims to enter their username, password and current authentication code.
Answer the following question:
Does an authenticator application completely prevent an account from being hacked?
Explain your answer and suggest two additional security actions that users should take.
You could consider:
· Checking website addresses.
· Recognising phishing messages.
· Refusing unexpected authentication requests.
· Using strong and unique passwords.
· Using a password manager.
· Keeping devices updated.
· Contacting the organisation when a login request appears suspicious.

[bookmark: student-submission-checklist]Student Submission Checklist
Before submitting your work, check that you have:
· Answered every question.
· Used your own words.
· Explained rather than simply listed points.
· Used appropriate technical terminology.
· Compared authenticator applications with SMS.
· Completed the organisational recommendation.
· Included security advice for lost devices.
· Checked your spelling, punctuation and grammar.
· Identified the Lenovo article as your research source.
